From: Euller, Kris

To: Len Chaney

Cc: Schaefer, Joe; Delgado, Eric; Eric Delgado; Janine.Latham@WestonSolutions.com; McGuire, Frank
Subject: Re: TEDD and West Fertilizer site

Date: Friday, April 19, 2013 12:10:11 PM

Attachments: B253B6B6-2A9D-4479-8E00-4BCDCA4C860B6[8].png
B253B6B6-2A9D-4479-8E00-4BCDC4C860B6[5].png

I actually didn't try just TEDD for the email, went with TEDD@epa.gov...with the asterisk there, | figured it
had a validator connected with a regular expression checking against it.

oData feed works great now, thanks.

| agree, to be 100% locked down...we should probably make the app user enter osc.net credentials when
hitting that section, but that inhibits the one-stop shop (one login) idea we have built this app for senior
management. Many users have stated to us the multiple logins is a major hinderance to usability, and
some don't use just because of that. We want the app do be as integrated and seamless as possible, which
is why the TEDD contact works great. Simply add it to the contacts list, and it "enables mobile iOS
content"...in a sense.

Thanks again for the help

Kris Fuller

Systems Analyst

Weston Solutions, Inc.

3900 Dallas Parkway, Suite 175
Dallas, TX 75093

469.666.5536 - direct
972.754-4715 - cell
Kris.Fuller@WestonSolutions.com

len.chane mail.com>

From: Len Chaney <
Date: Friday, April 19, 2013 11:37 AM

To: Kris Fuller <Kris.Fuller@WestonSolutions.com>
Cc: Joe Schaefer <Schaefer.Joe@epamail.epa.gov>, "Delgado.Eric@epamail.epa.gov"
<Delgado.Eric@epamail.epa.gov>, Eric Delgado <osc.eric.delgado@gmail.com>, Janine Latham

<janine.latham@westonsolutions.com>, Frank McGuire <mcguire.frank@epamail.epa.gov>
Subject: Re: TEDD and West Fertilizer site

So, since you used the email address instead of just TEDD, | guess it was checking for a valid email address,
correct?

| changed the contact email address to TEDD and the oData should work as expected - I've tested it.

DD
9447206
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Actually, if you are using an app, you could and should use the app users credentials to retrieve the oData
and get what that user is entitled to see. For example, if you input your credentials into the app, you could
see this site and it's exclusive access because the OSC put you in the site contacts with rights to view
Exclusive content. We'll call this an interactive user. We ensured that the site users would be interactive
by requiring that they use a valid email address to register.

The differences between interactive and non-interactive users is important in our security model
because the only person who should be able to see Exclusive content, is someone explicitly allowed to
see that content by having been added to the contact list and given the additional right to view the
content. It is used a lot for draft pol/sit reps on most sites.

The TEDD credentials, are mainly for non-interactive situations where you want to grab everything (or
almost everything) such as data syndications such as the oData feed. If you are doing something user
specific and interactive like an iOS app, you should use the credentials of the interactive user using the
App. This is how we had intended the site to be used - even the oData feed and how our security model
works. In this instance, the user of the app, would be able to see the reports IF the site creator had given
them access.

My Two Cents Worth,

Len

On Fri, Apr 19, 2013 at 11:34 AM, Fuller, Kris <Kris.Fuller@westonsolutions.com> wrote:
Len, | have created the TEDD contact for that site, and added him to a new "Data Feed" site role...here is
a screenshot of the contact information | put in (http:/cl.ly/image/1JOv1E262p44).

We are in the beta phase of TEDD and are going to use this event as a prototype. We are locking down
access in a couple ways right now. #1 —the iPad where TEDD is living has to be registered with us. #2 —
login screen on the TEDD app itself, so even if it does get into the wrong hands, they have to have
credentials to enter the app.

Eric, feel free to forward this on to any OSC on site there if needed.

Thanks Len, | look forward to your response.

Kris Fuller

Systems Analyst

Weston Solutions, Inc.

3900 Dallas Parkway, Suite 175
Dallas, TX 75093

469.666.5536 - direct
972.754-4715 - cell
Kris.Fuller@WestonSolutions.com
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From: Len Chaney <len.chane mail.com>
Date: Friday, April 19, 2013 10:06 AM

To: Kris Fuller <Kris.Fuller@WestonSolutions.com>
Cc: Joe Schaefer <Schaefer.Joe@epamail.epa.gov>
Subject: TEDD and West Fertilizer site

Kris,
Sorry | didn't respond earlier. The agency's email system is do slow and goes down all the time that |
can't check it as often as | would like.

So, you can see the site - you can see every site with the TEDD account. The issue is that all the
documents are marked as exclusive and you cannot see "Exclusive" content in any site. The idea being
that the content is marked as Exclusive because the OSC only wants it viewed by someone he's granted
access. He can grant your TEDD account access by putting them in the contacts list and giving you "View
Exclusive" rights. It would be good if he made another category of user called "Data Feed" to keep you
separated since this is a different kind of thing. Actually, make sure the OSC is OK with whatever you
are doing with the document since he/she initially wanted to hide the documents from general view.

The only issue is that it is expecting the contact to be a valid email address. I'm not sure if we check for
that on input. If we do check and you cannot get past this, use the email TEDD@epa.gov and I'll get in
an adjust it for you.

This is the first time that this has come up so we are not entirely sure how this will all work. We knew it
would but were waiting for youz guyz to hit that wall befire we trued ti breach ut,

If you could reply and put Eric's email and whoever else needs to be on board, it would be good since
the agency email is not as reliable as we might need right now.

Len

<Signature>

<Name>Leonard Chaney</Name>
<Company>General Dynamics Information Technology</Company>
<Title>Principle Programmer</Title>
<Phone>(732) 321-6721</Phone>
<WebAddress>www.GDIT.com</WebAddress>
<eMail>LenChaney@gmail.com</eMail>
<ICQ>153339454</1CQ>
<FavoriteMadonnaSong/>

<FavoriteQuote>Of course we can do it.
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There are already plans to colonize Mars.
Software Development is so much easier
Plus, there is no freeze dried food involved.
</FavoriteQuote>

</Signature>

CONFIDENTIALITY: This email and attachments may contain information which is confidential and
proprietary. Disclosure or use of any such confidential or proprietary information without the written
permission of Weston Solutions, Inc. is strictly prohibited. If you received this email in error, please
notify the sender by return e-mail and delete this email from your system. Thank you.

<Signature>

<Name>Leonard Chaney</Name>
<Company>General Dynamics Information Technology</Company>
<Title>Principle Programmer</Title>
<Phone>(732) 321-6721</Phone>
<WebAddress>www.GDIT.com</WebAddress>
<eMail>LenChaney@gmail.com</eMail>
<ICQ>153339454</ICQ>
<FavoriteMadonnaSong/>

<FavoriteQuote>Of course we can do it.

There are already plans to colonize Mars.
Software Development is so much easier

Plus, there is no freeze dried food involved.
</FavoriteQuote>

</Signature>

CONFIDENTIALITY: This email and attachments may contain information which is confidential and
proprietary. Disclosure or use of any such confidential or proprietary information without the written
permission of Weston Solutions, Inc. is strictly prohibited. If you received this email in error, please notify
the sender by return e-mail and delete this email from your system. Thank you.
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